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Ex-Justice staff should follow these instructions to log into the new Citrix Portal from a personal
computer. This will allow you to remotely access your work computer and use all applications required
to complete your normal duties.

In summary, if you are accessing Citrix for the first time you will need to:

e Connect to https://remote.dcj.nsw.gov.au and login with your normal username and
password.

e The system will prompt you to register for iSecure - MFA (mulit factor authentication) & SSPR
(Self Service Password Reset). iSecure is a security platform being rolled out across DCJ.
iSecure will improve our security by managing multifactor authentication & enable user to
reset their own passwords remotely). You will need to register once, each day you log in
remotely you’ll be prompted for MFA in order to confirm your identity.

e Access the RDC (Remote Desktop Connection) app that will allow you to connect to your
work computer. Please ensure you note your PC number, and leave your computer turned
ON.

Step-by-Step Instructions

1. Open your Internet browser (e.g. Chrome, Internet Explorer) and type https://remote.dcj.nsw.gov.au

2. The iSecure login screen will be displayed.

(@)iSecure

Sign In

Password

3. Setting up iSecure will be prompted only once. If you have already done this, please go to step 6.

You will then be asked to set up an additional layer of security —a SMS authentication which is a single-
use code sent to your mobile phone. Press Configure factor. You will then need to select ‘Australia’ as
your location, enter your phone number (without the first zero) and press Send code.
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{8jiSecure .
Ao {8)iSecure

Set up multifactor authentication
‘Your company requires multifactor authentication
1o add an additional layer of security when signing

in 10 your Okta account

Setup required Receive a code via SMS to authenticate

@ SMS Authentication
Enter a single-use code sent to your ‘ Australia -

mabile phone.
-
Configure factor
Back to factor list

4, Your mobile phone will then receive a six-digit verification code. Enter the received code and then press
Verify.

The pop up will be displayed advising you enrolled into the SMS Authentication. It is advised that you
register for other types of authentications too — e.g. Security Question.

s (B)iSecure

({BjiSecure
Receive a code via SMS to authenticate £ susautnentication (]
Australia
wad) 416366198

° sff“;‘i"?}“:"?”, o
Verify
e
5. To set up a security question, press Setup under the Security Question icon. Press the drop-down

menu to select a secret question. Then provide the answer to that question in the box below the drop-
down menu. Press Save.

6. The Citrix StoreFront will be displayed. Go to the top right-hand corner and click the ‘down arrow’.
Select the ‘Install Citrix Receiver’.

Citrix StoreFront
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7. Select the ‘Detect Receiver’

CITRIX

Receiver

8. Select the ‘I agree with Citrix Licence agreement’ and click Download.

Just a moment, we're detecting if Citrix Receiver is already
installed.

CciTRIX

Receiver

Download

9. A pop up will appear. This will be the Citrix Download file. You will need to download and install Citrix.
Click ‘Save File’.

Opening CitrixReceiverWeb.exe X

You have chosen to open:
[¥7] CitrixReceiverWeb.exe

which is: Binary File (41.4 MB)
from: http://downloadplugins.citrix.com

Would you like to save this file?

— @ CitrixReceiverWeb....exe ~

10. Once the Citrix installation file has been downloaded:
1. Run the installation by clicking Start.

2. Select the | accept the licence agreement

3. Click Finish

X & Citrix Receiver

License Agreement

Welcome to Citrix Receiver

You must accept the bicense agreement below o proceed.

Cltix Recetver instals software that aows access to virtual cirepe
applications that your organization prowdes, incuding R .
Software that allows access to the appilcations that use ICITRIX RECEIVER LICENSE AGREEMENT A eceiver
your browser,

chmgx

Recei Allow spplications access to your webcam and This is a legal agreement ("AGREEMENT") between you, the

eceiver mecrophone.
- Allaw applications 1o use your location. m—p censed User, and Citrix Systems, Inc, Citrix Systems Installation successful
Allow 3ccess to local appilcations suthorized by your Interational GmbH, or Citrix Systems Asia Pacific Pty Ltd.

“Sove your credental o log on sutomsticaty Your location of receipt of this component (hereinafter —p € 4090 g are e
e e A et st RECEIVER") determines the licensing entity hereunder (the
computer. applicable entity is hereinafter referred to as “CITRIX").

. (A1 sccept the license agreement

11. Go back to your browser and select the ‘Continue’.
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The Citrix StoreFront will now be displayed. Click on ‘Remote Desktop Connection’ to remotely

12.
access your desktop. Click ‘Open’
Citrix StoreFront Citrix StoreFront
L Categories <
All Apps )
b Remote Desktop Connection
13. Enter in your computer name (e.g IT012356) and press connect.

Lo Remote Desktop Connection |L|£-

| Remote Desktop
+><) Connection

Computer: |Exam;{e computer fabrikam.com

Username: None specified

The computer name field is blank. Enter a full remote computer
name

© S gtes

Important note: Please ensure you write down your PC number. To find your PC number:

Windows 7 — Start > Computer > System, the Computer Name field will display your PC name

Getting Started
Det

Optiplex3040

fn Vindows Expenence Inde

Intel(R) Core(TM) 36100 CPU @ 370GHz 370 GHz

L}
G pone
" Calculator
Sticky Notes

*&é Sripping Tool

ktop Connection

Windows 8 — Control Panel > System and Security > System, the Computer Name field will display your
PC name
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anel » System and Security + System v & | Search Control Panel »

a8 Windows 8

System
Manufactures:
Processon 210Gk Family &
ntalled memary (RAM): Community
Syatam bypec 4-bit Opesating Syctan, i-based proescor Services
Pen and Touch: No Pen or Touch input s avalableforthis Display

FACS Busin

ervices support

Phone number:

Suppeort hours:
Website

Computer name, dor

§/Change settings
Trame. PC BB BRlinknsw.gov.au

Computer descrpbon:

Darmain: bizlinknsw.govau

Action Center

crosoft Software License Terms
Windows Update

Change product key

Windows 10 — Control Panel > System > Computer Name

View basic information about your computer

Windows edition

Windows 10 Enterprise -- .
@ 2012 Microsoft Corporation. Al rights reserved. .. WI n d OWS 1 O
System
Manufacturer: Microsoft Corporation (FACS)
Model: Surface Pro “"‘ v
Processor: Intel(R) Core(TM) i5-7200U CPU @ 2.60GHz 2.71 GHz L\ “’)
Installed memory (RAM):  8.00 GB JICIA
System type: 64-bit Operating System, x64-based processor GOVERNMENT
Pen and Touch: Pen and Touch Support with 10 Touch Points
g s o vl L i
l Computer name: FACS-TB-190016 I ) Change settings
Full computer name: FACS-TB-190016
Computer description:
Workgroup: WORKGROUP

Windows activation
Windows is activated Read the Microsoft Seftware License Terms

Product ID: 00329-10330-05151-4A226 & Change product key

14. Re-enter your normal computer username and password if prompted.

15. An Acceptable Use acknowledgement and Notification will appear. Click OK

16. You are now remotely accessing your work computer and will be able to use all applications as normal
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NSW | justice

e cycle

Arespected leader in breaking th
o offendin

andenhancing community safety
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