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Using the Data Exchange: Consent and Privacy
This document outlines the consent and data privacy principles you must follow to use the Data Exchange. These principles apply to all services who intend to store client’s personal information in the Data Exchange, regardless of upload method (using the web-based portal, bulk uploads or system-to-system transfers). 
You should read this document in conjunction with:
· The Data Exchange Protocols, Section 4
· Information for clients about privacy
· Information for organisations about consent
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	Important note
This document only outlines the consent and privacy principles relevant to using the Data Exchange. 
Service providers must seek consent for their own collection, storage and use of client information. This is separate to the consent sought for using the Data Exchange. Service providers must ensure their practices are compliant with the Human Services Agreement – Standard Terms.



1. [bookmark: Question1]What consent do I need to collect when using the Data Exchange?
a) Consent to have personal information stored in the Data Exchange
All service providers must obtain client consent before storing a client’s personal information in the Data Exchange – this is mandatory. 
In the Data Exchange, personal information is the client’s:
· first name
· last name
· street-level address details (e.g. 1 Main Street)
When a client does not give their consent, this information should not be stored in the Data Exchange. However, you can still record other information about the client (e.g. gender, date of birth, cultural background, client outcome and satisfaction information). 
Note: if you conduct bulk uploads or system-to-system transfers you may choose not to store client’s personal information in the Data Exchange. See Question 7. 
b) Consent to participate in follow up research, surveys, and evaluation
All service providers must ask clients if they consent to participate in follow up research, surveys, or evaluation – this is mandatory. 
Funding agencies and third parties (e.g. universities) are often interested in conducting research to better understand client needs and how to improve the service system. This consent enables DSS to create a pool of potential participants for future research projects.
Researchers will contact organisations before any research activities start. Researchers will not be able to contact clients directly.
If a client consents to participate in follow up research, they are not obligated to participate in any projects. They can change their mind about consent at any time. 

2. [bookmark: Question2]What happens if a client does not give consent?
The table below describes what to do if a client does not give consent. 

Table 1. What happens if a client does not give consent?
	
	Consent to store personal information in the Data Exchange
	Consent to participate in follow-up research, surveys, and evaluation

	For service providers using the web-based portal
	Untick the ‘consent to store personal information’ box in the client’s record. The client’s name and street-level address will not be stored in the Data Exchange.
You must still enter this information in the client’s record so a Statistical Linkage Key (SLK) can be generated. 
You must keep a record of the client’s Client ID. This will enable you to update the client’s information as they continue to participate in your service (e.g. to add additional SCOREs).
	Untick the ‘consent to participate in follow-up research’ box in the client’s record.

	For service providers conducting bulk uploads or system-to-system transfers
	Use the ‘false’ value in your data file.
You must generate a SLK or configure your existing system to push SLKs across to the Data Exchange.
You can remove a client’s personal information from your XML file or system before uploading it to the Data Exchange.
	Use the ‘false’ value in your data file.

	If a client changes their mind about consent, you need to update the client’s record in the Data Exchange.


[bookmark: Question3]


3. What happens if a client will not give their details?
If a client does not wish to disclose their ‘real name’, you can indicate that a pseudonym (a false name) is being used. Advise the client to continue using this pseudonym for the duration of the service.
If a client does not know or does not wish to disclose their date of birth, you can record an estimate. This will just be a year of birth. It should be as close to the client’s age as possible.
It is very important that organisations do not enter false client details into the Data Exchange. The Data Exchange uses client details (name, date of birth and gender) to generate SLKs (see Question 10). False or incorrect client details will compromise our ability capture a client’s journey through the service system. 

4. [bookmark: Question6]Can children or someone with compromised capacity give consent?
For a child, it is best practice to seek consent from their parent or guardian.
However, if you determine that a child or young person fully understands what they are consenting to, you can get their consent directly.
DSS propose a general rule: a young person aged 15 and over has the capacity to consent, unless there is something to suggest otherwise. 
You may have clients whose capacity to consent is compromised (e.g. people with disabilities). You may have to implement special practices. You should use your experience working in the sector to determine the best way to obtain consent. For example, a guardian may be able to provide consent on behalf of the client.

5. [bookmark: Question4]How often do I need to get consent?
You only need to obtain consent once. 
However, if a client attends your service over a long period of time you should check in with the client to ensure they have not changed their mind about consent.
If an individual client participates in multiple activities/services you provide, your organisation only needs to obtain consent once. This is because the client only has one Client ID with their information stored in the Data Exchange. 
However, you should check in with the client when they participate in a new activity/program to ensure they have not changed their mind about consent. 
A client cannot provide consent for one activity and withdraw consent for another. If a client withdraws consent for any activity, you should update their record in the Data Exchange to reflect this. If this happens, please talk to your client about the Data Exchange and consent to ensure they understand what they are consenting to.


6. What do I need to tell my clients about the Data Exchange?
All organisations who upload or enter client’s personal information in the Data Exchange must adhere to the notification and consent requirements in the Data Exchange Protocols (see Section 4.2).
This means you must include the DSS standard notification on privacy on your registration/intake forms. This notification is in Section 4.2.1 of the Data Exchange Protocols (pg. 12). This notification ensures DSS complies with its obligations under the Privacy Act and Australian Privacy Principles.
You need to provide clients with this notification before their personal information is stored in the Data Exchange or as soon as possible after. 
You may design and use your own standard notification on privacy. However, it needs to include key information about the Data Exchange and its privacy principles – as outlined in the Australian Privacy Principles 5.2.
Section 4.2.2 of the Data Exchange Protocols (pg. 12-13) includes a list of the information you must include. Please review this list before drafting your own notification.
	You can use this information sheet to clients about the Data Exchange, privacy, and consent. 
What is the Data Exchange and how will my information be used?
This document includes all key information as stipulated by the Australian Privacy Principles 5.2.



Note: The DSS Standard Notification arrangements do not apply to organisations who choose not to store personal information in the Data Exchange. See Question 8.

7. [bookmark: Question5]What do I need to tell my clients about consent?
When obtaining client consent, you should explain the following:
· Personal information includes their full name and street-level address. 
· If they do not consent, this personal information will not be stored in the Data Exchange. However, other information they provide (e.g. gender, date of birth) will.
· Consent is completely voluntary and can be withdrawn at any time.
· If a client does not give consent it will not affect the services they receive or their relationship with the service provider.
	You can use this information sheet to clients about the Data Exchange, privacy and consent. 
What is the Data Exchange and how will my information be used?
This document includes all key information as stipulated by the Australian Privacy Principles 5.2.


[bookmark: Question7]
8. What if my organisation chooses not to store personal information in the Data Exchange?
If your organisation conducts bulk uploads or system-to-system transfers, you may choose to not store client’s personal information in the Data Exchange.
To do this, you will:
· remove client’s personal information (i.e. full name and street-level address) before you conduct your upload or transfer. 
· indicate that client consent has not been provided
· generate SLKs for your client’s 
The DSS Standard Notification arrangements do not apply to your organisation if you choose not to store client’s personal information in the Data Exchange. 
However, we still encourage you to speak to their clients about the reporting platform. While it is not a legal obligation, service providers should be open and honest with their clients about who is using their information (even if it is de-identified) and why. 
Further, service providers will still need to obtain consent to participate in follow-up research, surveys, or evaluation.
9. [bookmark: Question8]What privacy protocols does DSS have in place?
DSS must comply with its obligations under the Privacy Act 1988 when collecting personal information from clients. 
When you store personal information in the Data Exchange, only your organisation has access to it. Strict IT security protocols prevent DSS staff from accessing personal information for any purpose other than confirming that the privacy protocols are working.
Information stored in the Data Exchange is de-identified. This means that DCJ and DSS cannot see a client’s personal information. 

10. [bookmark: Question9][bookmark: _GoBack]How do DSS and DCJ use the information stored in the Data Exchange?
DSS and DCJ can access de-identified information stored in the Data Exchange. 
DCJ may use information stored in the Data Exchange to help improve how the NSW government responds to client and community needs. DCJ are interested in trends across the NSW state, not individual people. They cannot access information that will reveal a client’s identity.
DSS use data stored in the Data Exchange for policy development, grants program administration, and research and evaluation. This includes producing reports for other organisations. They may link this information with other data sources, (e.g. data collected from other government departments). 
They cannot access information that will reveal a client’s identity.

11. [bookmark: Question10]What is a Statistical Linkage Key?
A statistical linkage key is a code generated from a client’s first and last name, gender, and date of birth. An SLK looks like this: MIHOH140219711
The Data Exchange de-identifies client data using Statistical Linkage Keys (SLKs). 
SLKs enable us to capture a client’s journey through the service system. They can link two or more records belonging to the same client.
An SLK will be invalid if client details (name, date of birth and gender) are false, incomplete, or incorrect. If a client returns to a service or moves between services, it will get harder to follow their journey over time. As such, it is very important that you do not enter false client details into the Data Exchange.
A client’s SLK is not visible to organisations in the Data Exchange. SLKs are only visible to a restricted number of DSS employees who perform database administration or data analytics.
Do I need to generate a SLK?
For organisations using the Data Exchange web-based portal, the SLK is automatically generated within the system. 
For organisations using bulk uploads or system-to-system transfers, the SLK can be incorporated into your client management system. 
Go to The Data Exchange Web Services technical specifications for help configuring your system to push the SLK across to the Data Exchange.
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