Custodial Operations Policy and Procedures

16.16 Mobile phones and other devices

Policy summary

A person must have lawful authority to bring a mobile phone or other device into a
correctional centre (‘centre’). Staff must prevent anyone bringing a mobile phones or
other devices into a centre unless lawful authority has been provided.

Authority to bring a mobile phone or other device into a centre may be provided:

o in the Authority to carry a mobile phone into a centre list
o with written approval from specific personnel.

Correctional officers responsible for managing the gate to the centre must ensure
that all movements in and out of the centre for mobile phones and other devices are
recorded in the Electronic Device Register.

Any person who loses a mobile phone or other device in a centre or on a correctional
complex must report the fact to a correctional officer immediately.
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Scope

This section applies to all centres and other facilities administered by or on behalf of
CSNSW.

It also applies to all CSNSW employees, and where relevant to other personnel such
as, Justice Health and Forensic Mental Health Network (JHNSW), contractors,
subcontractors, and visitors.
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1 Mobile phone and other devices

1.1 Requirement for authority

A person must receive lawful authorisation to bring a mobile phone or other device
into a correctional centre (‘centre’).

Any person authorised to bring a mobile phone or other device into a centre must
not, without lawful authority:

o deliver or attempt to deliver a mobile phone or other device to an inmate.

e bring or attempt to bring a mobile phone or other device into a centre.

e convey or attempt to convey a mobile phone or other device outside of a
centre.

e receive or attempt to receive a mobile phone or other device for conveyance
out of a centre.

e secrete or leave a mobile phone or other device at any place (whether inside
or outside a place of detention) for the purposes of it being found or receive
by an inmate.

Section 253G(2) of the Crimes (Administration of Sentences) Act 1999 (‘the Act’)
states that it is an offence for any of the above actions to occur for anything without
lawful authority being provided.

1.2 Applicable devices

Section 3 of the Act states that a ‘mobile phone’ includes any device that may be
used, in whole or in part, for the purpose of sending or receiving voice or other data
over a mobile telephone network, whether or not it may be used for any other
purpose.

A ‘mobile phone or other device’ in this policy includes (but is not limited to) a:

personal data assistant

smartphones

satellite phones

devices (e.g., iPads or similar tablets) with e-SIM, Wi-Fi, Bluetooth or any
other data or voice transfer technology over a mobile phone network (that are
not CSNSW issued)

e smart watches and wearables with e-SIM, Wi-Fi, Bluetooth or any other data
or voice transfer technology over a mobile phone network

SIM cards

laptops with internal data SIM (that are not CSNSW issued)

USB modems (dongles)

removable storage devices

pagers.

This list is not limited and may include other devices. For example, additional
devices may be brought into a centre by emergency services personnel (refer to
subsection 2.3).
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1.3 Authorisation in ‘the list’ or with written authority

The Deputy Commissioner, Security and Custody (DC,SC), Assistant Commissioner,
Custodial Metro (AC,CM) and Assistant Commissioner, Custodial Regional (AC,CR)
may provide authority for mobile phones or other devices to be brought into a centre.

The Authority to carry a mobile phone into a centre (‘the list’) identifies positions
authorised to bring a mobile phone (or another device if specified) into a centre, and
conditions attached to that authorisation. For example, the list includes specific
positions in:

e NSW Government

e Department of Communities and Justice (DCJ)
e JHNSW

e Mental Health Review Tribunal

e external service providers.

The list is reviewed every 6 months by State-Wide Operations, Security and
Custody.

Requests for inclusion to the list must be submitted to State-Wide Operations for
consideration.

The DC,SC, AC,CM, and AC,CR may also approve individual staff members carrying
a mobile phone or other device into a centre for a limited period by issuing them a
signed letter of authority to this effect.

Authority to bring specific devices into correctional facilities may also be provided
where they are required for medical purposes (refer to subsection 1.7).

1.4 Dedicated functional manager phone

The Governor of the centre must purchase a dedicated Functional Manager (FM)
mobile phone that is only to be used by an authorised FM in the absence of the
Governor or Manager of Security (MOS) of the centre.

The authorised FM must only use the FM mobile phone for purposes relating to the
centre’s operations. FMs are not permitted to bring their own personal mobile phone
into the centre.

The Governor of the centre must ensure the phone is:

stored securely in an armoury or safe.

only issued in accordance with authorisation provided.
registered and logged in a register each time that it is issued.
be returned fully charged at the end of every shift.

is not to leave the centre.

recorded in the asset register for the centre.

The Governor or MOS of the centre must ensure the FM mobile phone is being used
for its authorised purpose only by undertaking regular audits of the mobile phone’s
calls, messages, camera roll, and web browser history, and to ensure that it is being
stored and issued in accordance with policy.
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The audit must be undertaken by either the Governor or MOS and not delegated to
another function within the centre. The audit is to be recorded in the auditing officer’s
daily record keeping.

The Governor of the centre must ensure Local Operating Procedures (LOPs) are
developed for the management, and storage of the dedicated centre mobile phone
(Refer to COPP section 21.8 Local Operating Procedures).

1.5 Emergency services personnel

Police, ambulance, and fire agency officers are authorised to bring mobile phones
into a centre when responding to a serious incident or emergency only.

Police are also authorised to bring the following items into a centre for use during an
interview with an inmate:

issued MobiPol devices
Laptops

removable storage devices
tablets

iPad’s

Acer ThinkPad’s

recording devices.

1.6 External service provider laptops with mobile connectivity

Certain external service providers may be approved to bring an internet-enabled
laptop with internal SIMs or USB modems into a centre when this is essential for the
provision of the service they are contracted to supply. Any external service providers
approved to do this will be included in the Authority to bring a mobile phone into a
centre list.

The Governor, in consultation with the service provider, must determine whether the
equipment will be:

e stored in a secure location within the centre when not in use, or
e taken into and out of the centre by the service provider.

The Governor can approve of the laptop being secured in the centre; however, these
devices must be registered, and audits must be undertaken to ensure the device is
accounted for daily.

If the laptop is not going to be secured in the centre These devices must be recorded
in the gate’s Electronic Device Register for all movements in and out of the centre.

Refer to COPP section 16.3 Computer equipment and software for more
information about laptops used for these purposes.
1.7 Medical equipment

Medical equipment utilised by Justice Health NSW and other contracted medical
providers for clinical purposes are exempt from prohibition.

16.16 Mobile phones and other devices - version 1.4 Page 6 of 13
The current version of this document is maintained on the Custodial Operations Policy & Procedures website.




1.8 Bluetooth enable wearables essential for medical purposes

Staff with Bluetooth-enabled wearables (such as hearing aids, heart rate, glucose
monitoring devices) worn on the advice of a medical practitioner or specialist that are
essential for a medical purpose are permitted to wear these and bring them into a
centre.

In some circumstances, such as where the device is a removable Bluetooth-enabled
wearable device (e.g., heart rate monitor), the staff member may be required to
provide the Governor with information about the device and evidence of the
requirement for them to wear it for essential medical purposes (e.g., a letter from
their doctor or specialist).

In these circumstances, if it has been requested and there is evidence to confirm the
requirement, the Governor will provide an exemption and issue written authority for
the essential medical device to be brought into the centre by the staff member. The
Governor must document all information and ensure a copy of the written authority is
provided to centre gate staff.

1.9 Personal pagers

Professional visitors and staff who are emergency services volunteers, may bring a
personal pager into a centre if it is for an essential business need.

1.10 Use and possession of mobile phones by inmates

It is a centre offence for an inmate to use or possess a mobile phone. Refer to COPP
section 74.3 Mobile phone offences for dealing with mobile phones used by
inmates.

1.11 Management of mobile phones in inmate property

Correctional officers and police officers may bring an inmate’s mobile phone into a
centre when the mobile phone is the inmate’s property.

The mobile phone must be surrendered at reception and stored in the inmate’s
property in accordance with requirements outlined in COPP section 4 Inmate
property.

2 Bringing a mobile phone or other device
into a centre

2.1 Prevention of unauthorised entry

Staff must prevent anyone from bringing a mobile phones or other devices into a
centre if lawful authority has not been provided.

If staff suspect that a person is attempting to or has brought a mobile phone or other
device into a centre unauthorised, they must immediately report it to the Governor or
OlIC.
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The Governor or OIC will immediately investigate the report and determine if the
matter must be referred to police.

2.2 Recording in the electronic device register

All movements of an authorised mobile phones or other device must be recorded in
the centres Electronic Device Register (i.e., authorised entry into and confirmed exit
out of the centre), except where:

o this requirement would excessively delay emergency services personnel
responding to an emergency

. the device is a CSNSW laptop
o the device is a Bluetooth-enable wearable essential for medical purposes.

All mobile phones or other devices authorised to be brought into a centre must be
accounted for on exit from the centre.

The Governor or OIC of the centre may request a person remove any mobile phone
or other device from the centre if it has not been recorded in the Electronic Device
Register.

All electronic device register’'s must be archived once finalised. Copies of the
Electronic Device Register can be ordered through a My Work Zone purchase order
using item code 341756, or through the CSI NSW Buy Catalogue.

2.3 Checking of details by officers on the gate
Correctional officers responsible for the managing the ‘gate’ at the centre must:

e confirm a person has authority to bring a mobile phone or other device into
the centre (i.e., authorised written approval (refer to subsection 1.3 and 1.7, or
inclusion on the list).

e ensure that no one brings a mobile phone or other device into the centre that
is not authorised to do so.

e ensure all movements of an authorised mobile phone or other device are
recorded in the centre’s Electronic Device Register.

e ensure any attempts or actual bringing in of a mobile phone or other device
into the centre are immediately reported to the Governor and OIC. Actions
must be taken to remove the mobile phone or device immediately.

Where authority is based on the person holding a specific position or working in a
particular organisation, relevant identification must be checked (e.g., their employee
identification card that confirms they are in the authorised position or from the
authorised organisation). Photo identification may also be required to confirm the
person’s identity.

Where a person does not have identification to verify the authorisation (i.e., they are
only temporarily acting in the position) written authority in accordance with
subsection 1.3 will be required.
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An exception to the requirement to check identification may include where
emergency services personnel are in uniform and responding to emergency in the
centre.

2.4 Storage of mobile phones or other devices

Staff and visitors must store their mobile phones, or any other device permitted to be
brought onto a correctional complex in a locker or in their vehicle. They must not
bring a mobile phone or other decide into a centre beyond the security screening
point.

Exceptions to this are where lawful authority has been provided to the staff member
to bring the mobile phone or other device into the centre.

2.5 Reporting loss of a mobile phone or other device

Any person who loses a mobile phone or other device in a centre or on a
correctional complex must report the fact to a correctional officer immediately. The
correctional officer must immediately inform the Governor or OIC.

Digital Technology Services (DTS) must be notified of the loss of a DCJ issued
mobile phone as soon as possible by the Governor or OIC with a request to disable
it.

2.6 Procedures for gate staff

Procedure Responsibility
1. | Check: Gate officer

e the person is authorised to bring a mobile phone or
other device into the centre and any conditions.

o the person’s relevant identification to confirm they
are the person/are in the role authorised.

e authority to confirm that they are the approved
person (or in the approved role) (if relevant).

o that entry is only for the permitted day, time and
location where authority has only been provided
temporarily (e.g., a letter approving for temporary
duties).

If a person is not authorised to bring a mobile phone or
other device into the centre, they must be advised that
they can store it in a locker or in their vehicle.

2. Sight the mobile phone or other device and record all Gate officer
details required and applicable in the Electronic Device
Register, such as the:
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Procedure

Responsibility

authorised person’s details

brand of the mobile phone or other device

model of mobile phone or other device (if known)
the phone number for the mobile phone (if
applicable).

3. Instruct the authorised person that they must:

o keep the mobile phone or other device on their
person at all times.

e not permit an inmate access to the mobile phone or
other device, unless express authorisation has
been provided for this to occur (i.e., in accordance
with the viewing of material as part of an interview
with police).

o if the mobile phone or other device is lost, that it
must be immediately reported to a correctional
officer.

e present the mobile phone or other device to the
gate officer prior to leaving the centre.

Gate officer

4. Confirm that the mobile phone or other device is
accounted for and removed from the centre by the person
on their departure.

Record the movement of the mobile phone or other device
out of the centre in the Electronic Device Register.

Gate officer
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3 Quick links

e Related COPP

e Forms and annexures

e Related documents

4 Definitions

ACCM Assistant Commissioner, Custodial Metro
ACCR Assistant Commissioner, Custodial Regional
‘the Act’ Crimes (Administration of Sentences) Act 1999
COPP Custodial Operations Policy and Procedures
Correctional means—
centre (a) any premises declared to be a centre by a proclamation in force
under section 225, including any juvenile centre declared under
section 225A, and
(b) any police station or court cell complex in which an offender is
held in custody in accordance with this or any other Act.
Correctional means any premises declared to be a correctional complex by virtue
Complex of a proclamation in force under section 224.
Correctional means a person who is employed within Corrective Services NSW
Officer as a correctional officer, as referred to in section 231.
CSNSW Corrective Services New South Wales
DCJ Department of Communities & Justice
DCSC Deputy Commissioner, Security and Custody
FM Functional Manager
Governor Governor is the person in charge of a centre.
JHNSW Justice Health and Forensic Mental Health Network
Mobile phone or | Section 3 of the Act states that a ‘mobile phone’ includes any device
other device that may be used, in whole or in part, for the purpose of sending or
receiving voice or other data over a mobile telephone network,
whether or not it may be used for any other purpose.
A ‘mobile phone or other device’ for the purposes of this policy
includes (but is not limited to) a:
e Personal data assistant
e smartphones
o satellite phones
e devices (e.g., iPads or similar tablets) with e-SIM, Wi-Fi,
Bluetooth or any other data or voice transfer technology over
a mobile phone network (that are not CSNSW issued)
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e smart watches and wearables with e-SIM, Wi-Fi, Bluetooth or
any other data or voice transfer technology over a mobile
phone network

e SIM cards
¢ laptops with internal data SIM (that are not CSNSW issued)
e USB modems (dongles)
e removable storage devices
e pagers.
MOS Manager of Security
OIC Officer in Charge
Personal Data This includes devices with an internal e-SIM, Wi-Fi, NFC, Bluetooth
Assistant or any other data or voice transfer technology over a mobile phone
network as listed in COPP 16.16 Mobile phones and other devices.
Place of A centre, correctional complex or residential facility (see definition of
Detention “place of detention”, section 253A of the Crimes (Administration of

Sentences) Act 1999.)
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5 Document information

Business centre: Security and Custody

Approver: Leon Taylor (Deputy Commissioner, Security and Custody)

EDRMS container: 18/7587

Version Date Reason for amendment

1.0 16/08/18 Initial Publication (Replaces sections 12.1.16 and 12.5.3.3 of the
superseded Operations Procedures Manual)

1.1 12/03/20 General formatting update and improvements

1.2 03/10/23  Updates in line with CSNSW restructure: renaming of Assistant

Commissioner Custodial Corrections (ACCC) to Assistant
Commissioner, Custody (ACC)

13 28/03/24  Updates to include the prohibition of smartwatches and wearables
within Centres and places of detention.

14 17/07/25  General review and update to the policy.

Update (at 1.1) to reflect application of section 253G(2) of the Act
as applicable to mobile phones or other devices.

Update (at 1.2) to include definition of mobile phone under section 3
of the Act.

Update (at 1.3) to reflect delegations and types of authorisation.

Update (at 1.4) to outline requirements for dedicated mobile phones
authorised for use by Functional Manager’s, storage, and auditing.
And to clarify that Functional Managers are not permitted to bring
their own personal mobile into centres.

Update (at 1.6) regarding Governor’s authorisation of laptops being
brought into centres, and requirements for these to be registered
and audited.

Update (at 1.8) regarding permission to wear removeable
Bluetooth-enabled wearable devices.

New subsection (at 2.1) regarding prevention of unauthorised entry.

New subsection (at 2.2) mandating requirements for the use of the
Electronic Device Register for recording movements of authorised
mobile phones or other devices.

New subsection (at 2.3) regarding checking of details by officers at
the gate.

Update (at 2.6) to procedures tables to reflect policy updates for
gate staff regarding checking, recording of devices in the register,
authorised access to a mobile phone or other device.
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